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WHO WE ARE
Echo Analytics Group (EAG) is a proven multi-industry leader in open-source
information analysis, commonly known as open-source intelligence (OSINT),
whose core competency is perspectives-based digital media analytics
training. Since June 2014, EAG provides training to the US government and
Fortune 100 businesses and to date, has trained over 4,000 professionals
across the globe on basic and advanced open-source information analysis.

THE EAG EXPERIENCE
EAG is dedicated to delivering quality training by providing tailored classes
that fit within the customer’s mission and the level of student expertise
attending. Courses offered focus on the evolution of digital media and the
critical thinking skills required to apply unbiased analytic thought to navigate
the massive amounts of data that is now at everyone’s fingertips.

EAG COURSE DELIVERY
Instructor-Led Courses: EAG is committed to accommodating any
organization’s needs by providing a customized or private training experience
at any location or date that works best. OSINT subject matter experts will
travel anywhere in the world to provide the best and most comprehensive
training.
Self-Paced Online Courses: EAG offers self-paced online courses that are
hosted in an industry-standard learning management system. Students will
have unlimited access to video tutorials and lessons for 30 days after
completing a course. These course are best for students who would prefer to
learn at their own pace.

On-Demand Courses
On-Demand courses are self-paced and accessible on any
web browser or computer.

OD100
Open-Source Intelligence Analysis Course
An online 24-hour basic course designed to exercise critical thinking and
apply analysis techniques using a practical application of the Discover,
Develop, Monitor (D2M™) methodology through a basic overview of social
media platforms and publicly available information.

Course Objectives

Learn to apply D2M™ to conduct analysis; A propriety methodology of
Discover, Develop, Monitor
Gain an understanding of the digital landscape
Learn about analytic tools used for conducting open-source research
and analysis

Pre-requisites: None
Course Length: 3-days (24-hours)
Class Size Limit: N/A
Deliver Method: On-Demand (online)
Perspective

Process

Teacher to Student Ratio: N/A
Tuition: $1,450 USD

Production
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OD102
Open-Source Collection Technician Course
An online 24-hour basic course designed for students to explore all
the technical components associated with hardware, software,
social media platforms, and open-source tools.

Course Objectives

Identify the various technical components associated with the internet
and web
Demonstrate and execute positive digital footprint and properly
manage attributions
Identify the proper methods to collect, harvest, and scrape opensource information

Pre-requisites: None.
Course Length: 3-days (24-hours)
Class Size Limit: N/A
Deliver Method: On-Demand (online)
Perspective

Process

Teacher to Student Ratio: N/A
Tuition: $1,450 USD

Production
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OD106
Protecting Kids Online Safety Course
An online 12-hour course designed to equip parents with essential
skills and tools to combat the dangers of our children using social
media platforms.

Course Objectives
Effectively monitor your children's social media accounts
Conduct in-depth and detailed research of new people entering your
life
Conduct your own research regarding crime in your neighborhood or
at the local schools
You will be able to develop a strategy to monitor your family’s social
footprint and assess the social risk presented to you

Pre-requisites: There are none..
Course Length: 1-day (12-hours)
Class Size Limit: N/A
Deliver Method: On-Demand (online)
Perspective

Process

Teacher to Student Ratio: N/A
Tuition: $49.99 USD

Production
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Open Enrollment Courses
Open Enrollment refers to opportunity for students to register for
classes that that address individual training needs and
preferences. There are no prerequisites for Open Enrollment.

OE116
Fundamentals of Open-Source Intelligence Course
A 5-day basic course designed to introduce students to open-source or
publicly available information (PAI) and how to use it to reach actionable
insights on organization requirements; reinforced with a culminating exercise
using relevant real-world events.

Course Objectives

Learn to apply D2M™ to conduct analysis; A propriety methodology of
Discover, Develop, Monitor
Gain an understanding of the digital landscape
Learn about analytic tools used for conducting open-source research
and analysis

Pre-requisites: There are none. Students should be in a
position where this training is required to do their jobs or to
apply for an analyst position requiring this subject matter.
Course Length: 5-days (40-hours)
Class Size Limit: 20 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $3,000 USD
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OE401
Advanced Open-Source Intelligence Course
A 5-day advanced course designed to build upon a students’ established
OSINT experience that will challenge their critical thinking and use of opensource analysis tools to develop and deliver relevant OSINT accurately,
rapidly, and effectively in a collaborative learning environment.

Course Objectives
Employ a methodological framework to Discover, Develop, Monitor
(D2M™) PAI for production of relevant OSINT
Identify the various technical components associated with the internet
and web
Identify the proper methods to collect, harvest, and scrape opensource information
Leverage technologies and critical thinking for entity enumeration
Demonstrate critical thinking throughout the collection process while
maintaining operational security through research and planning

Pre-requisites: None. Students should be in a position where
this training is required to do their jobs or to apply for an
analyst position requiring this subject matter.
Course Length: 5-days (40-hours)
Class Size Limit: 20 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $3,000 USD
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DoD Tailored Courses
Courses designed by military and intelligence personnel for
DoD and government entities.

OS116
Fundamentals of Open-Source Research and Analysis Course
A 5-day basic course designed to introduce students to open-source or
publicly available information (PAI) and how to use it to reach actionable
insights on organization requirements; reinforced with a culminating exercise
using relevant real-world events.

Course Objectives

Learn to apply D2M™ to conduct analysis; A propriety methodology of
Discover, Develop, Monitor
Gain an understanding of the digital landscape
Learn about analytic tools used for conducting open-source research
and analysis

Pre-requisites: There are none. Students should be in a
position where this training is required to do their jobs or to
apply for an analyst position requiring this subject matter.
Course Length: 5-days (40-hours)
Class Size Limit: 20 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $3,000 USD
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OS600
Applied Open-Source Research and Analysis Course
A 10-day advanced course designed to arm students with the ability to assess
open-source information accurately, rapidly, and effectively in a collaborative
training environment, using perspectives-based research methods; reinforced
through hands-on practical exercises and a final culminating exercise tailored
to fit the student’s current operational environment.

Course Objectives

Appy knowledge of D2M™; to interpret the PAI landscape
Demonstrate the ability to operationalize PAI through numerous
specifically designed practical exercises
Apply analytic tools toward research and analysis to harness PAI in a
live digital environment

Pre-requisites: Fundamental of Open-Source Research and
Analysis course or the Open-Source Intelligence Analysis
online course.
Course Length: 10-days (80-hours)
Class Size Limit: 20 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $4,500 USD
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OS601
Open-Source Intelligence Tradecraft Course
A 10-day advanced course designed for intelligence professionals, combining
critical thinking with the most optimal open-source analysis tools to develop
and deliver relevant OSINT accurately, rapidly, and effectively in a
collaborative learning environment. A final culminating exercise will be
performed to test student’s ability to successfully employ OSINT tradecraft.

Course Objectives
Employ a methodological framework to Discover, Develop and Monitor
(D2M™) PAI for production of relevant OSINT
Implement digital persona strategies to obfuscate digital activities while
conducting PAI research
Leverage technologies and critical thinking for entity enumeration
Demonstrate the ability to operationalize PAI through numerous
specifically designed practical exercises

Pre-requisites: Fundamental of Open-Source Research and
Analysis course or the Open-Source Intelligence Analysis
online course.
Course Length: 10-days (80-hours)
Class Size Limit: 20 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $4,500 USD
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Blue Light Courses
Courses offered from a trusted partner of Echo Analytics
Group. Blue Light offers industry-recognized training on the
complete IBM ® i2 ® software suite.

Blue Light IBM i2 Analyst’s Notebook Basic & Advanced
This 10-day course is a combination of the Basic and the Advanced Blue Light
IBM i2 Analyst’s Notebook courses, designed for those who are new to IBM®
i2® Analyst’s Notebook (ANB), providing the skill set required to use ANB as
a visualization and basic analytical tool and advance their skills in advanced
search and discovery functions.

Course Objectives

Learn professional development and soft skills to enable an individual
to obtain employment as an i2 Analyst
Learn program interface, methodology in constructing charts,
principles of importing structured data, and basic analytical techniques
to uncover relationships and associations.
Perform advanced analytic techniques, importing, and understanding
displayed data to pinpoint nodes of interest to answer questions.

Pre-requisites: None. Students should be in a position where
this training is required to do their jobs or to apply for an
analyst position requiring this subject matter.
Course Length: 10-days (80-hours)
Class Size Limit: 10 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $5,000 USD
* Blue Light is the only IBM ® i2 ® training partner awarding students CPE
credits upon successful completion
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Blue Light Analyst’s Notebook Basic Course
This 3-day, instructor-led course is designed for those who are new to
IBM® i2® Analyst’s Notebook (ANB), providing the skill set required to use
ANB as a visualization and basic analytical tool. Focusing on basic analytical
techniques to uncover relationships and associations.

Course Objectives
Learn basic IBM ® i2 ® Analyst’s Notebook terminology, and interface
Learn analytical techniques used in link and pattern analysis to create
entities, links, and manual charts.
Learn how to merge multiple charts resolving duplicate information and
uncovering relationships and association.
Learn import procedures for the data types that can be imported into
IBM ® i2 ® Analyst’s Notebook and how to achieve predictable results
Prepare a presentation for dissemination.

Pre-requisites: None. Students should be in a position
where this training is required to do their jobs or to apply for
an analyst position requiring this subject matter.
Course Length: 3-days (24-hours) *20 CPE Credits
Class Size Limit: 10 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $1,800 USD
* Blue Light is the only IBM ® i2 ® training partner awarding students CPE
credits upon successful completion
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Blue Light Analyst’s Notebook Advanced Course
This 2-day, instructor-led course is designed for current IBM® i2® Analyst’s
Notebook (ANB) users that have a desire to enhance their skills in advanced
search and discovery functions.. Focusing on advanced analytic techniques,
importing, and understanding displayed data top in point nodes of interest to
answer questions.

Course Objectives
Conduct detailed imports utilizing complex data
Conduct advanced analysis utilizing Social Network Analysis (SNA),
Filters and Histograms, Mapping, Conditional Formatting, and the
Activity View tools
Understand the importance of chart properties when customizing the
ANB environment
Refresher on how to prepare products for presentation and
dissemination

Pre-requisites: None. Students should be in a position
where this training is required to do their jobs or to apply for
an analyst position requiring this subject matter.
Course Length: 2-days (16-hours) *15 CPE Credits
Class Size Limit: 10 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $1,800 USD
* Blue Light is the only IBM ® i2 ® training partner awarding students CPE
credits upon successful completion
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Blue Light Analyst’s Notebook Complete Course
This 5-day, instructor-led course is specifically designed to provide a
comprehensive understanding of IBM® i2® Analyst’s Notebook (ANB)
features. The course teaches students to master the program’s analytical
capabilities to include geospatial, social network, and statistical analysis.

Course Objectives
Apply a methodology for creating manual charts, merge multiple charts to uncover
relationships and associations
Customize Attributes through the import process to create Association, Timeline
and Commodity Flow Charts
Create template charts to manage formatting requirements when data is imported
Format data and create datasets—understand data match/merge through multiple
datasets.
Conduct accurate analysis utilizing Social Network Analysis, Filters, and
Histograms, Map Chart Items, Conditional Formatting, and Activity View tools.
Integrate geospatial functionality provided by mapping software.

Pre-requisites: None. Students should be in a position
where this training is required to do their jobs or to apply for
an analyst position requiring this subject matter.
Course Length: 5-days (40-hour) *40 CPE Credits
Class Size Limit: 10 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $2,700 USD
* Blue Light is the only IBM ® i2 ® training partner awarding students CPE
credits upon successful completion
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Blue Light Enterprise Insight Analysis Course
This 5-day, instructor-led private course is specifically designed for industry
users, law enforcement, and military on the use of IBM ® i2 ® Enterprise
Insight Analysis (EIA) in support of the intelligence cycle and link analysis.
This course is 10% lecture and 90% hands-on training focused on developing
the requisite skills to conduct network and link analysis.

Course Objectives
Learn Enterprise Insight Analysis (EIA).
Gain an understanding of the Portal and its Functions.
Create Entities and Links in EIA.
Import Data into EIA.
Utilize Searching Techniques in EIA.
Gain an understanding of Analytical Functions.

Pre-requisites: There are none. Students should be in a
position where this training is required to do their jobs or to
apply for an analyst position requiring this subject matter.
Course Length: 5-days (40-hour) *40 CPE Credits
Class Size Limit: 10 Students
Perspective

Process

Deliver Method: In-person/Virtual Live
Teacher to Student Ratio: 1:10

Production

Tuition: $3,000 USD
* Blue Light is the only IBM ® i2 ® training partner awarding students CPE
credits upon successful completion
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Customizable Curriculum
A listing of offered curriculum that can be
combined to create a unique training experience

Customizable Curriculum and Descriptions

Adversaries Use of the Internet
Designed to provide an understanding of how adversaries disseminate
misinformation/disinformation on social media platforms and news outlets. In addition, this
course also discusses adversaries use of cyber-attack techniques that are prominent
within the online environment.

API Behind Social Media Platforms And Tools
Designed to provide an understanding of where the data behind social media platforms
originate and display information. Additionally, how to discern which ones are being used
in open-source tools.

Avatar and Persona Creation
Designed to provide a hands-on methodological approach to create a legal online
persona with avatars and the proper back-stop for identity confirmation.

Capturing and Documenting Data
Designed to provide a baseline understanding of how to ensure the information or data
being analyzed for an OSINT requirement is properly collected and archived into a
repository for inspections and audits.

Cleaning Data
Designed to provide an understanding of identifying and correcting corrupt or inaccurate
data within a dataset. Discuss methodologies to process data types, as well how to
manage your data.
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Customizable Curriculum and Descriptions

Collecting, Harvesting, and Scraping
Designed to provide methods on how to scrape and crawl information from an online
environment to include social media platforms.

Constructing Thematic Search Queries
Designed to provide an understanding of how Boolean operators and advanced search
queries can be utilized on search engine platforms to get refined, precise, and accurate
search results.

Critical Thinking/ Psychology of Intelligence Analysis
Designed to provide an application of thinking models to improve how information is
perceived. Apply structured thinking techniques to identify cognitive biases, fallacies,
media bias and propaganda misinformation/ disinformation.

Discover, Develop, Monitor (D2M) Methodology
Designed as an EAG in-house developed methodology to provide a succinct approach to
OSINT research that focuses on user behaviors, targeting, and analysis. The Discover,
Develop, Monitor (D2M) methodology drives analysis and assessments without reliance
on a specific tool or proprietary data services.

Estimative Language
Designed to provide an understanding of the analyst’s confidence in the information they
gathered minimizing and stating the risks through the three confidence levels.
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Customizable Curriculum and Descriptions

Functions of OSINT Teams
Aims at defining the scope of duties and responsibilities of an OSINT team to optimize its
support to operations and facilitate decision-making.

Intelligence Requirements, Asset Management, and Collection Management
Introduces the students to the process of identifying, validating, prioritizing, tasking, and
managing requirements. Outline’s asset management principles as they pertain to asset
allocation and resources

Introduction to Building an Online Persona
Introduces the students to the step-by-step process, the principles, and the strategies
involved in building an online persona using a design-based framework to optimize on
their profile, develop an audience, increase the value of their content, and improve their
outreach.

Introduction to Data Verification
Introduces the requirements for data validation in the OSINT/PAI environment. Students
will learn various validation techniques to gain a clear understanding of the quality and
limitations of the data generated

Introduction to Evidence Identification
Introduces a step-by-step process for identifying overt open-source evidence.
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Customizable Curriculum and Descriptions

Introduction to Indicators and Situational Awareness
Designed to familiarize the students with the intelligence methods used to detect and
report time-sensitive intelligence information on foreign military, political, economic, and
social developments that may pause a threat to US national security to enhance
decisionmakers ‘situational awareness.

Introduction to Online Sources for Data Collection
Designed to introduce students to numerous data sources for online data collection,
limitation mitigation, and collection management tools.

Introduction to Photo Forensics
Designed to introduces students to the process using open-source tools to authenticate
digital images to determine authenticity and manipulation.

Introduction to Scraping and Crawling on Social Media Platforms
Introduces the students to the processes and tools used to extract data (Scraping) and
the utilization of bots to read and store content from social media platforms for the
purpose of archiving and indexing.

Introduction to Social Network Analysis
Designed to methodically introduce students to the best practices for social network
analysis of open- source collected data. This module, incorporates theory, application of
social network analysis open-source tools to produce a final product.
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Customizable Curriculum and Descriptions

Introduction to the Dark Web
Introduces the students to the security, risk, compliance, and technical infrastructure of
the dark web. Students will combine methodology with open-source tools and resources
to discover and collect information on the dark web.

OSINT Legalities and Authorities
Introduces the students to the various US national public laws, Executive orders, DNI and
DoD directives, instructions governing OSINT.

Machine Learning and Artificial Intelligence Tools
Designed to enhance the students’ knowledge and application of ML and AI tools to
optimize on their functionality.

Managed Attributions and Digital Footprint
Introduction to online surveillance and the obfuscation of student’s identity while
navigating through the digital environment. Emphasis on mitigating risks and setting up
proper procedures and processes to ensure minimal information is exposed. As well as
maintaining a positive digital footprint through deliberate actions on the internet.

Operating in A Digital Environment
Designed to provide an understanding of all the technical components behind the
Internet and supporting technical architecture, hardware, and software.
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Customizable Curriculum and Descriptions

OSINT Data Source Types
Designed to provide students with an understanding of the four OSINT subtypes; news
media content, gray literature, long-form social media content, and short-form social
media content.

OSINT Reporting and Dissemination
Designed to apply methods to research and disseminate a final OSINT product that
satisfied intelligence and information requirements. Through an understanding of the
basic guidelines for preparing products and the three reporting methods to convey
intelligence and information.

Overview of Terms of Services and Policies for Open-Source Platforms
Designed to provide an understanding of the Terms and Services and Policies for all
major social media platforms for open-source collection and persona creation.

Persona Management
Introduces the students to the step-by-step process, the principles, and the strategies
involved in managing a persona using various tactics and open-source tools.

Photo and Video Verification
Designed to provide methods and tools to verify the validity of photos and videos.
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Customizable Curriculum and Descriptions

Privacy, Legalities, Ethics, and Data
Designed to help students navigate privacy, ethics, legalities associated with OSINT data.

Research Preparation
Designed to provide basic principles in how to prepare for research with OSINT
requirements.

Social Engineering Tactics and Cyber Attacks
Designed to provide techniques of how to identify and defend against cyber-attacks that
employ social engineering tactics.

Social Media Account Creation
Designed as a walkthrough on how to create a social media account.

Social Media Analytics Tools - Discover
Designed to provide a hands-on approach to the various tools available online for OSINT
research and information gathering that are most relevant to the Discover phase of the
D2M methodology. Tools are demonstrated and practiced through situational practical
exercises.
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Customizable Curriculum and Descriptions

Social Media Analytics Tools - Develop
Designed to provide a hands-on approach to the various tools available online for OSINT
research and information gathering that are most relevant to the Develop phase of the
D2M methodology. Tools are demonstrated and practiced through situational practical
exercises.

Social Media Analytics Tools - Monitor
Designed to provide a hands-on approach to the various tools available online for OSINT
research and information gathering that are most relevant to the Monitor phase of the
D2M methodology. Tools are demonstrated and practiced through situational practical
exercises.

Social Media Platforms
Introduction to the major social media platforms, providing a broad overview of how the
platforms operate.

Social Media Tips and Tricks
Designed to aid OSINT analysts with navigating social media platforms without the need
to log into the platform and the ability to capture photos and videos.

Tools and Systems for Collection and Analysis
Designed to provide a hands-on approach to the various tools available online for OSINT
research and information gathering. Tools are demonstrated and practiced through
situational practical exercises.
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Customizable Curriculum and Descriptions

Translation Tools for PAI
Designed to navigate through the various machine learning (ML)/artificial intelligence (AI)
language translation tools for a more robust approach to OSINT research and analysis.

Validating Sources
Designed to provide methods on OSINT source validation techniques for more reliable
information gathering and analysis.

Virtual Private Network (VPN) and TOR
Designed to provide an understanding of how a virtual private network (VPN) functions in
relation to OSINT activities on the internet. How to apply the use of The Onion Router
(TOR) alongside a VPN to better obfuscate OSINT activities.

Writing for OSINT
Designed to provide professional writing techniques for OSINT products and deliverables.
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Professional Tracks
Echo Academy designed tracks for the opensource intelligence professional career paths

Open-Source Intelligence Professional Tracks

Open-Source Information Analyst (OSIA)
This foundational course develops students’ comprehension of the value of open-source
information as an essential resource for intelligence production. It encompasses
foundational knowledge required by students to understand open-source information and
what qualifies as intelligence. Using EAG’s industry-recognized Discover, Develop,
Monitor (D2M™) methodology, students will employ creative and critical thinking to
address organizational information requirements to develop time-sensitive intelligence
thoroughly. Upon completing this course, students will be qualified to engage in various
platforms of research and analysis. Moreover, students will develop the ability to
accurately assess data and information to strengthen an organization’s decision-making
process, leading towards operational and business success. The concepts, methods,
practical activities, and activities covered in this course are crucial cornerstones in which
a successful career as an OSINT Analyst is rooted.

Open-Source Media Analysts (OSMA)
This foundational social media research and analysis course will guide students to
explore all the components associated with hardware, software, social media platforms,
and open-source tools. There is particular emphasis on terminology, critical thinking, and
the application of open-source tools to collect pertinent social media information.
Students will learn to perform digital forensic analysis, electronic discovery, and examine
data or evidence to identify intent, cause, and effect during investigations or monitoring
operations. Upon completing this course, students will understand the use of social
media data and its implications on an organization's information requirements. The
student will extract relevant information and data from images, videos, and audio files
using publicly available information on social media platforms. Additionally, students will
understand how to detect and identify embedded information and data and reveal altered
or fake files (deepfakes). Applying this skill set is a crucial element in conducting opensource media analysis in support of an organization's mission and goals.
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Open-Source Intelligence Professional Tracks

Open-Source Collection Technician (OSCT)
Designed to provide methods on OSINT source validation techniques for more reliable
information This course provides a foundational overview of the many facets of being an
Open-Source Collection Technician (OSCT). It encompasses essential knowledge
required by students to determine which tools and technologies are best suited to satisfy
OSINT requirements. Students will explore all the technical components and applications
associated with hardware, software, social media platforms, and open-source tools
during this course. There is an emphasis on objective, risk, threat, and requirements.
Students who complete this course will possess the skills and competencies needed to
perform as effective and efficient Open-Source Collection Technicians (OSCTs). They will
possess the skills needed to accurately implement technical collection strategies to
deliver relevant data while implementing the concepts and methodologies attained from
this course. As Collection Techs, students will have an in-depth theoretical and practical
knowledge of:

•
•
•
•

Computer and network architecture and workflow
Digital signature fundamentals and vulnerabilities
Scripting and coding for data collection and cleansing purposes
Retrieving encrypted and erased media from computers smart phones, and
electronic devices for analysis and use in criminal investigations or national
security purposes.

Additionally, in preparation for their roles as OSCTs, students will identify target data
sources and assess any risks in extracting or harvesting the data from those sources.
Moreover, students will engage applications essential to the OSCT profession, such as
scraping sites and data sources with available tools and developing parsing tools with
scripting and programming languages like Python, Ruby, Go, and R, to name a few.

2701 NORTH ROCKY POINT DRIVE, TAMPA, FL 33607 | TRAININGINFO@ECHOANALYTICSGROUP.COM
https://www.echoanalyticsgroup.com | https://www.linkedin.com/company/echo-analytics-group

Open-Source Intelligence Professional Tracks

Open-Source Collection Manager (OSCM)
This course consists of a comprehensive study of management and leadership
principles, concepts, and practices relative to the essential duties and functions of an
Open-Source Collection Manager (OSCM) within the operational objectives of their
organizational structures. Students will delve into themes that include but are not limited
to organizational theory, leveraging behavior, human relations, and decision making via
analytical frameworks. Additionally, students will continue to delve into a thorough
exploration and assessment of advanced technologies and their applications among
military services, intelligence agencies, the scientific community, and private and public
industry. The approach of this course will be historical, topical, and practical. In
preparation for their roles as OSCM, through this course, students will acquire the
essential skills needed to accurately identify and align open-source information and data
collection requirements and strategies to alleviate risks and answer information
requirements. Additionally, students will develop and strengthen skills and competencies
needed to successfully operate as OSCMs such as:

•

Orchestrating and administrating the collection and research effort based on
the requirements

•
•
•

Protecting the information and prioritizing the collection efforts
Monitor data source targets
Approving risk mitigation efforts to disguise mission intent, identities, and
targeted entities

Additionally, students will engage in activities and exercises designed to prepare them for
functions relative to OSCMs, such as advising and approving target data sources,
collection procedures, and collection methods to protect operational security. Just as
real-world OSCMs, students will implement methods designed to ensure that the
collection and processing efforts result in useable and relevant data and information
needed for operations and analysis.
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Open-Source Intelligence Team Manager (OSITM)
This course provides a comprehensive study and survey of various theories and
practices of leadership and supervision. Students will delve into current theoretical trends
and issues for policy and procedure implementation and the achievement of identified
objectives and goals. The approach of this course will be topical. Upon successful
completion of this course, students will demonstrate skills and competencies that are
relative to the essential duties and functions of an effective Open-Source Intelligence
Team Manager (OSITM), such as:

•
•
•
•

Successful administration and supervision of mission goals of OSINT teams
Effective honing of leadership skills
Thorough understanding and execution of business analytics
In-depth understanding of OSINT operational and strategic design

Additionally, in preparation for their roles as OSITMs, students will demonstrate the
integration and aggregation of analytical insights. They will be capable of preparing
impactful reports for an organization’s Senior Leadership or Executive Team.
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